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Topics
1. Background and Challenges

2. Starting line of preparing business continuity
plans (BCPs) at ports.

3. Newhorizon of BCMchallenges
a. Stormsurge
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c. Security for port automation/digitalization

5. Conclusions and further challenges



1.

Background and Challenges

Great East Japan Earthquake caused long continued port

shutdown, which caused d

elay in recovery of local economy

and long continued dec
community.

Ining or_collapse of the local

The government policynder the Basic Lavior Increasing
National Resiliencyin 2014 facilitated to prepare business
continuity plan for port operation and management (port-
BCP) at all Japanese major ports.

Stormserge disasters in 2018 and 2019 reminded Japanese

port community of the importance of reinforcing port BCPs
by considering a mega-typhoon and tropical depression.

Large-scale industrial accidents and cyber-attack dtgre

also considered newly arising port logistics disrupticaksi.
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Scope of business continuity at ports

For maintaining port competitiveness and sustainable
development, it is vital to manage continuity of:

public and private port logistics services,
|. administration functions of the authorities, and

Il. area-wide and community-based emergency responding
capacity.

Preparing BCP is a basic requirement requested for the port
community to prepare, implement and continuously improve.
BCP Is an essential proactive measure for all private and
oublic entities to sufficiently cope with a wide range of
nossible emergency situations and a best practice of ntagagi
ocal, regional and national economy through sound port
operation and management.




Major requirements of BCP preparation

1. Reality and rationality
» Market/client oriented strategic thinking, and
» Workable risk management; availability of operation
for the business continuity. resources.

— Missions ofBIA and RA exercises

2. Broad-based participation
» Cross-sectorial inclusion, and
» Strong commitment of the top management.
for seeking broad based input from top management decision to
the on-site expertize, knowledge and experiences.

3. Systematizedprocess with transparency
»Describing a business proceBsisiness flow analysis (BFA)
» Visualizing analyzing and evaluating procedui&srk- sheet
system




Companies with BCP
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Data : Questionnaire survey undertaken by the Cabinet Office, Japanese government, March, 2018



BCP preparation situations of large companies in Jagn

FY.2017 64.0% 17.4% 12.2%

FY.2015

FY.2013 53.6% 9.9%  15.0%

FY.2011

FY.2009 27.6% 30.8% 16.9%

FY.2007
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Proportion of companies

B Active M In preparation M Under consideration
B Unprepared ® No appreciation ™ The rest

Data : Questionnaire survey undertaken by the Cabinet Office, Japanese government, March, 2018



[
BCP preparation situations of mediamsize companies in Japan

FY.2017 31.8% 14.7% 27.7%
FY.2015 29.9% 12.1% 30.2%

24.8%
FY.2013 12.0%  18.1%
FY.2011
AWV 12.6% 14.6% L 15.0%

FY.2007 WPRSA

0% 20% 40% 60% 80% 100%
Proportion of companies
M Active M In preparation ® Under consideration
M Unprepared ® No appreciation W The rest

Data : Questionnaire survey undertaken by the Cabinet Office, Japanese government, March 2018



What are focused on the BCPs in Japan

Coverages of company BCP (%)

Establishing BC policy

Building BCP executing structure

Businee impact analysis

Selecting core business

Deciding RTO

Deciding RLO

Identufying key resources

Identifying bottlenecks

Identifying possible hazards

Risk mapping

Detailed risk analysis

Business continuity strategy

Preparing for BC and early damage recovery
Securing top management system

Securing information system and key business data
Securing financial resource

Complying laws and regurations

Preparing BCP documentations

Programing to implement proactive measures

Arranging for alternative resiurce availability.

Data : Questionnaire survey undertaken by the Cabinet Office, Japanese
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Risk Mana

gement

A

Context of the risk management at port

risk treatments.

reparing risk respondi
Risk Treatment plan/Business continu
- strategy.

Implementing BIA

(Business impact analysis)

: o |dentifying incidents,
Risk Identification and developing ris
r scenario.
v
e
" - : Evaluating risk level
D Risk Analysis . o
A 4 (Possible/realistic
o recovery time/leve)
(72)
2
=>|dentifying necessa

sl BvE ET e Risk level> Risk criteria Clients maximum
tolerance against

:

Selecting core
port business

Identifying important
business resource

l

port shutdown




Storm surge, windwave andgust (Typhoon Jebi)

1. Formed: August 26, 2018
2. Highest winds:
10-minute sustained: 54.2 m/sec.
1-minute sustained: 79.2 m/sec
3. Lowest pressure: 915 hPa (mbar)

Jebi crossed Osaka Bay and made its second
landfall over Kobe, Hygo Prefecture at
around 14:00, on September 4. In the center
of Osaka, the exceptional maximum gust of
47.4 m/sec was recorded. Jebi produced a
maximum storm surge of 3.29 m in Osaka,
surpassing the previous record of 2.93 m
from the 2nd Muroto Typhoon (Typhoon
Nancy) in 1961. "




Damages caused by Typhoon Jebi

1. Gust/ strong wind:
a. Damage of STS crane due to flying debriCrane cub window, sidewall,
door, rudder, handrail damaged => operation susmefat repair works.

b. Collapse of stacked empty containeamages of security fence,
monitoring camera, infrared ray sensor, panel sigh failure of fulfilling

SOLAS Convention requirements.
c. Runaway of under repair RTG:. collateral damage to another transfer
crane.

2. Storm surge and wind wave
a. Drifted containers: Closure of port water => ship call suspended.
b. Container fire: fire spread, fire fighting operation => Closurestdicking
yard, decrease in container stacking capacity.

c. Inundated extra high-voltage substationde-energization => terminal
black out => loss of reefer cargo, terminal operagsuspension.
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Crane damage

/

caused by the gust

Falling off of Gantry crane cable guide
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The number of oil tanksii o
5,660 (in Tokyo bay area)
(Heavy oil, naphtha etc)

The number of thermal =,r | e

plants: 12 5 tanks
(Heavy oll, Liguefied natura v
gas)

—=Risks of blackout in Tokya
metropolitan area



Liguefaction phenomenon of oil tank foundation.

v Petro-chemical complex built on the reclaimed land of
Tokyo bay.

v Liguefaction of the ground caused by Long-period

seismic movement.




Sloshing phenomenon of crude/heavy oil tanks.

v 1/3 of oil tanks in Tokyo bay: floating roof tank.

v' Damage of tank roof, overflow of liquid and fire caused
by Long-period seismic movement .

KAAMA CORPORATION

http://www.kajima.co.j
Photo: National Maritime Research Institute p:// ] in/



“Na-Tech Disaster’” is defined as a natural hazard triggered
technological disaster. Recent examples in Japan include Fukushima
No. 1 Nuclear Power Station accident and an Oll refinery fire actiden
In Chiba, both caused by the Great East Japan Earthquake.

Japan Coast Guard, Maritime Disaster Prevention Center and Tokyo FirartDemnt
undertook cease fire operations by from sea (Cooling down operation), whicbongdeted
March 13, 2011, however final cease fire was the March 21.

o ’

Cooling operation by boats

- o,

Also fighting!

--------

Source: Japan Coast Guard Report 2012






New technologies for port operation and management
Digitalization of port operations

Targets: modernization of port operation and management by
mobilizing cutting-edge ICT such as artificial inteligencegAl)

Basic Ideas:
=> Digital data collectionfrom daily business transaction/port
procedures and sensors embedded in terminal facilities.
=> Big data creation byobilizingloT = Automated data
transmission

=> Al assistingn terminal operation and management.

Recent topics:
a. Online cargo information platform : TradeLen{Maersk
Line & IBM), Port Optimizer (LA Port), Calista (PSA) etc.
b.ICT based port operation and management Smart-port
logistics (Hamburg portAl terminal initiatives(Japan) etc.



“TradelLens” developed by Maersk & IBM

TradelLens: A global trade

platform using blockchain

technology. TradelLens aims
at Improving transportation

cost, lack of visibility and

iInefficiencies with paper-
based processes

Authority Consignee
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Autharity

Strength of TradelLens

@® Neutral and open platform — connect existing systems
of supply chain members

@® Unpinned by blockchain technology — support secure,
auditable and non-repudiable transactions

® Real time visibility — integrate member’s system via AP
that enables seamless, real-time information sharing

@® Innovation — deploy services through application
marketplace
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https.//www.ibm.com/blogs/blockchain/2018/01/digitizing-global-trade-maersk-ibm/




ICT driven facility management

Big data creations have started in a variety of areas, among whiah da
obtained fromSTS crane operations is expected to be desterilized for
facility management of cranes such as the preventive machine

maintenance.

Challenge of HPC

Cloud Data Server

STS Crane =~ Cloud Data Server
Crane operation data such as
machine position. movement,
electric power & signal, and
switching. Camera shot.
Aerovane data etc.

Big data
management
and maintenance §

Port Corporation  container terminal operators
Big data management. ~ Mobilization of data for terminal
Analyzing and management such as optimizing
utilizing big data. crane operation and maintenance.

STS Cranes



Port operation automation

Container Terminal Automations:
a. Portdevelopment settings“Blue”, “ Greeri and “Brown’ fields.
b. Terminalautomation levels semiautomated antllly automated.

c. Key elementintegration: STS crane, horizontal transporter and
stacking crane. Synchronizing the machine movements sntab
for efficient and safer cargo circulation, thukta collection and
control systems vital.

d. Existing terminalconversion Retrofitting of RTGs, introducing
AutoStradetc.
=> Shorter terminal close, minimizing disruption of opeyaal
revenues, partial commissioning, Incremental technology
Implementation.

e. Current automation challenges: more than 65 terminalsongoing

projects, mostly semi-automated. Has Qingdao port beely ful
automated@




An example of semi-automated terminal.

a. Tobishima Terminal of Nagoya Port in Ja

b. Terminal operation inaugurated in 2006.

C. Sea side transportation: Automated guide
vehicle (AGV).

d. Stacking yard operation: Semi-automate( &
RTG (Rubber Tired Gantry Crane). $-

| Terminal Operation System ’
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Stacking Crane AV Opetation Control Saftonts STS Crane Fig: Mitsui E&S Machinery
Control Control
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Stacking Yard

Stacking Crane Fig&Photo: Toyota industries Cc




Conclusions and further challenges

. As requested bySO22301] properimplementation of BIA and
RA Is essential for preparing an effective BCPs, thus should be
employed in the area of port operation and management.

. Typhoonoriginated stornsurge, wind wave and strong wind risks
are nownon-negligible events, which may cause manor disruption
of port logistics function.

. Na-Tec disasterat port such as flammable or hazardous material

stockpile explosion and fire accidents may result in a large-scale
disaster, to which it is likely impossible for a single business entity

and authority properly to respond.

. Digitalization and automation at ports are indispensable and
Inevitable, however negative impact of the IT systéisruption or
cyber attack on the port logistics is of great significance.

. Port BCP must include proactive measures and emergency
response plan for the typhoon disaster, Na-Tec disaster and ICT
systenmdisruption.



